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Web plug-in paradigm for anti-DoS
attack based on end hopping
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Abstract: The end hopping technology is a proactive network defense technology proposed to mitigate the network at-
tack. By changing the IP address, port and other information in the communication pseudo-randomly to achieve the pur-
pose of confusing the attacker. The plug-in mechanism based on the end hopping technology was introduced, and it was
applied to the field of Web protection. This plug-in was designed to confuse and interfere with attackers. The plug-in
model was divided into two working modes, which are non-end-hopping mode and end hopping mode. The plug-in ac-
cording to the instructions of the UDP spokesman to switch its own work mode and when the communication link is safe
and reliable, it choose the fist mode which can reduce the cost of services. Another, when the network is attacked, the
plug-in switches to the end hopping mode to ensure the safety of communications.The experimental results show that the
plug-in mechanism based on end hopping has high service and security performance under SYN Flood attack and UDP
Flood attack.
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